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Abstract

As the world of cybersecurity continues to grow increasingly complex due to the constant advancement and
introduction of new technologies, real-time threat analysis is necessary to stand up against the threats.
Traditional frameworks are not very effective when assessing risks because they fail to account for the constant
evolution of cyber threats. This paper presents a novel approach that combines machine learning, statistical
analysis, and threat intelligence to produce real-time cybersecurity risk scores. The model uses anomaly
detection, predictive analysis, and adaptive learning to examine risks and probable data intrusion. Integrating
structured and unstructured data sources in the proposed approach improves threat detection, minimizes false
alarms, and optimizes response times. The results from empirical studies show that the hybrid model is more
accurate and less rigid than the traditional approaches. The results compiled in this study prove that it is crucial
to use sophisticated data science methods to predict cybersecurity threats and prevent cyberattacks.

Introduction

Risk management has always been challenging, especially for cybersecurity threats, as threats continue to
emerge at an ever-increasing pace, and the measures that can be taken to address them must also be as prompt
as the threats themselves. Static approaches serve as initial models to detect cyber threats and do not evolve
with new threat developments, necessitating the use of machine learning, statistics, and threat feeds (1). The
exemplified hybrid data science models offer a durable structure for constant risk scoring to boost the efficiency
and reliability of cybersecurity systems (2). Using anomaly detection and predictive analytics enhances the
identification of malicious activities by filtering out false positives and shortening response time (5).
Organizations can use structured and unstructured data sources to improve threat detection and their ability to
defend against cyber threats (3).

Simulation Report

In this regard, a simulation of the proposed hybrid data science model for the real-time cybersecurity threat
assessment is performed using the real cyber threat intelligence feeds dataset. The primary objective was to
determine how well and efficiently the model captured and tracked anomalous activity and risk changes. It was
conducted under supervision, and some of the most common methods were supervised and unsupervised
machine learning algorithms (5).

Simulation Setup

Collected data were network traffic and IDS alert logs and UBA derived from various Data sources (4). Some
of the simulated cyber threats involving computer use are, for example, DDoS attacks,
Receive/Bogus/Spoofed/Phishing emails, & Internal threats (6). These aspects of the proposed hybrid model
were integrated into the preexisting cybersecurity frameworks to consider its feasibility for different security
systems (7).

Performance Metrics

The performance of the proposed model was then assessed using key indicators such as precision, recall, and F1
score. The effectiveness of the detection framework was measured in terms of the match between the detected
anomalies and known threats (5). In the experiment, the model yielded 92 percent accuracy and 89 percent
recollection and the F1-measure of 90 percent, which was better than the rule-based identification approach (3).
In addition, real-tlme capability was measured regardlng the system s time to respond to emerging threats. The
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Findings and Observations

This paper has presented and illustrated through simulations how the proposed hybrid data science model here
could capture and score cyber threats in real-time. From the previous model that only attempted to identify
various threats, it evolved to machine learning and statistical analysis to fit new attack trends and lower false
positive instances with increased threat detection rates (1). This reduced threat blinders as the system could
simultaneously enhance threat indicators and assign risk scores (4). Moreover, concerning insider threats, the
model was effective in creating insider threat profiles, although this was hard to achieve with traditional
methods of security modeling (5).

Real-Time Scenarios

Scenario 1: Real-time Detection of a Phishing Attack. A multinational corporation engaged in a spear-phishing
attack that attacked employees via email containing links to launch malware (1). The approach used for
processing the emails was based on natural language processing and anomaly detection to produce a set of
emails that are potential scams that have not been opened by the employees yet (3). At the start of the system’s
design, it assigned a high-risk identification, which triggered an alert or quarantine of the email upon
notification. Phishing detection rates were improved, and the false positive filter was reduced, leading to high
detection of phishing incidences through machine learning-based adaptive filtering (5). Consequently, the
company did not lose its credentials, and the repercussions of the attack were mitigated.

Scenario 2: Addressing the Distributed Denial-of-Service (DDoS) Attack A DDoS attack on a financial
institution’s network affects online banking services on a large scale (4). The hybrid risk assessment model kept
on measuring the amount of incoming network traffic and identified a sharp increase in different requests from
different sources (6). Assessing the traffic, the model isolated the flow of legitimate users from bot traffic and
tagged the malicious requests as high-risk. The system then triggered the automatic mitigation procedure and
deflected traffic to a cloud-based anti-DDoS service on top of blocklisting all the suspicious IP addresses (7).
Compared to the traditional rule-based detection, the hybrid model was 40% efficient in the detection time and
improved response efficiency by 2 times.

Scenario 3: Identifying an Insider Threat in a Smart Home Network An attack on a smart home security system
witnessed unauthorized attempts on its 10T devices, such as smart locks and cameras (6). The hybrid model
constantly logged the usage of devices, and any login attempts from an internal network were flagged (7). The
model is based on analyzing the historical behavior and multiple risk factors for the given activity, integrating
all risk factors and aggregating them to yield an overall risk score, which, when exceeded, causes an automatic
account lockout along with notification to the homeowner (4). He notes that the traditional security measures
did not capture abnormal activities because the insiders had the legal right to access the network. Still, because
of its learning algorithms, the hybrid model captured the deviation and blocked unauthorized control of loT
devices (3).

Graphs
Cybersecurity Threat Analysis Tables
Table 1: Cyber Threat Detection Accuracy of Different Models

Model Precision (%) Recall (%) F1-Score (%)
Rule-Based Detection 78 72 75
Machine Learning 85 81 83
Hybrid Data Science 92 89 90
Model
http: // www.ijrsm.com © International Journal of Research Science & Management

[22]


http://www.ijrsm.com/

[Vallurupalli * et al., 9(2): February 2022]

Cyber Threat Detection Accuracy of
Different Models

100

80
6
4
2
0

Hybrid Data Science
Model

o O o

Rule-Based Detection ~ Machine Learning

M Precision (%) M Recall (%) ™ F1-Score (%)
figl: Cyber Threat Detection Accuracy of Different Models

Table 2: Response Time Comparison in Cyber Attack Detection (Seconds)

ISSN: 2349-5197

Attack Type Traditional Security Hybrid Model Improvement (%)
Response Time () Response Time ()
Phishing 15 5 67
DDoS 20 8 60
Insider Threat 30 12 60
Response Time Comparison in Cyber
Attack Detection
100
Phishing DDoS Insider Threat
M Traditional Security Response Time (s)
B Hybrid Model Response Time (s)
B Improvement (%)
Table 3: Cyber Threat Occurrences by Type (Last 12 Months)
Month Phishing DDoS Insider
Threats
Jan 50 30 10
Feb 60 25 15
Mar 55 35 12
Apr 70 40 18
May 65 50 20
Jun 75 55 22
Jul 80 65 25
Aug 90 60 30
Sep 85 70 28
Oct 95 75 35
Nov 100 80 40
Dec 110 85 42

http: // www.ijrsm.com
(23]

© International Journal of Research Science & Management



http://www.ijrsm.com/

[Vallurupalli * et al., 9(2): February 2022] ISSN: 2349-5197

Cyber Threat Occurrences by Type
120

100

0 ‘I ‘I ‘l |‘ |‘ |‘ || |‘ || ‘| ‘| ‘|

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

8

o

6

o

pit

o

2

o

B Phishing m®DDoS Insider Threats

Challenges and Solutions
Challenge 1: High number of False Positives in Threat identification

Perhaps the most critical issue associated with cybersecurity threat assessment is a high false-positive ratio,
ultimately resulting in alert fatigue (1). Regular enclosures cause too many false positives, as activities that
should not be considered threats are flagged by the security system, thus diminishing productivity.

Solution:

Infusing hybrid data science models that involve machine learning together with statistical analysis can help to
reduce False positives by up to 70% (2). Anomaly detection and behavioral analysis allow these models to
distinguish between real anomalies and actual cyber threats while increasing the overall detection rate (5).

Challenge 2: Real-time processing and scalability

As the volume of cyber threats continues to grow, the ability to process large amounts of real-time security data
becomes difficult (3). Traditional security models are ineffective at the scale while being capable of detecting
threats in real-time.

Solution:

Cloud security platforms and edge computing solutions improve scalability while accelerating threat
identification processes (6). Moreover, parallel processing and other significant data methods, including
distributed machine learning models, can enhance the system’s real-time ability to analyze threat levels (7).

Challenge 3: Identifying Insider Threats

This is because insider threats are complex to identify since perpetrators are often insiders in the organization
(4). Despite this, conventional security measures cannot differentiate between ordinary users, programmers,
technicians, and malicious insiders.

Solution:

Through UBA and monitoring, security can identify when users act beyond the pattern that characterizes them
(p.5). Integrating the hybrid models helps in learning adaptively; this allows the system to adjust the risk scores
and thereby enhance the identification of potential insiders (7).

These solutions prove it is impossible to address real-world problems without employing data science at its
finest to address cybersecurity challenges. Should you require further elaboration on any of the issues
mentioned above, please feel free to contact me anytime.
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